From: Mishaan, Jessica

Sent: Thursday, January 05, 2017 9:50 AM
To: katie@sevendaysvt.com

Subject: publicrecordsrequest

Dear Katie,

Attached please find records in responseto your publicrecords act request. Certain communications
involvingthe Governor, Scott Coriell and Keith Flynn have been withheld as executive privileged
communications pursuantto 1 VSA 317(c)(1) and (4) and as information concerning security pursuant to
1VSA317(c)(25). Due tothe expiration of the Governor’s term latertoday, please be aware that
Governor Shumlin’s Office will nolonger be processing publicrecord act requests from this point
forward.

Thank you,

JessicaMishaan | Paralegal
Office of the Governor

109 State Street
Montpelier, VT 05609-0101
802.828.3333
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Russian hackers penetrated
.S, electricity grid through a
utility in Vermont, U.S. offici..
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Evan O'Connell
Senior Consuliant, Aspect Consulting
11, rue du Chevalier de Saint-George
75008 Paris, France

+33617572126

Governor Peter Shumiin
109 State Street, Pavilion
Montpelier, VT 05609

RE: Campaign to fight Russian propaganda in the West
Dear Governgr Shumlin, |

You are aware, as am |, of the increasing Russian meddling in Western democratic processes over the
past few years — from hacking through iliegal financing of media and political groups to “fake news” and
disinformation. This interference not only had an impact on the EU referendum in the UK, but also the
recent US election, and will no doubt play a major role in votes coming up in 2017 in France, Germany,
the Nethertands, the Czech Repubiic, and potentially Haly.

As Governor, your state was recently subject to Russian cyber-attacks, and you have yourself called
Viadimir Putin a “thug”. 1 am currently working with lohn Weaver — former strategist for Arizona Senator
John McCain and Chio Governor John Kasich in their 2008 and 2016 presidential races ~ to set up a
orivately-funded, hipartisan and transatiantic campaign to fight Russian propaganda in the West. This
campaign will focus on the Furopean countries mentioned above, as well as the United States, the
United Kingdom, the Nordic Countries and the Baltic States.

This campaign has received informal expressions of support or interest from such figures as Sen. John
- McCain and Gov. john Kasich in the United States, as well as London Mayor Sadig Khan, former UN High
Representative for Bosnia Lord Ashdown, and Members of the Eurgpean Parliament including Sylvie
Goulard and Jacek Saryusz-Wolskl. | believe that your voice as a retiring governor of a state directly hit
by Russtan cyber-warfare {and a prominent demaocrat in the northeast) would be a vital addition to this
group.

If you are interested, please do get in contact and | will provide you with more information.

Yours sincerely,

Evan O'Connel]




From: "Recchia, Chris” <Chris.Recchia@vermont gov>

Date: December 31, 2016 at 11:35:07 AM GMT-5

To: "Coriell, Scott" <Seott.Coriell@vermonteovs, "Fiynn, Joe" <joe Flynn@vermonteoy>, "Flynn, Keith”
<felth Fhvnn@vermont gov>

Subject: Last Night's cybersecurity issue...

Gentlemen: | want to apologize for answering media calls last night without first coordinating with
you. That was stupid, and in retrospect, | see that despite trying to limit my comments to the facts |
learned from BED, confused the message the Governor was trying to send on this. { am not sure why |
felt the urgency to engage, but it was wrong not to connect with you all first.

The good news is | only have 4 more days to be screwing things up, and will try to behave in the
interim. | wish you all a Happy New Year.

- Chris

Christopher Recchia, Commissioner
Public Service Department

112 State Street

Montpelier, Vermont 05620-2601.
{802) 828-4071

chris.recchia@vermont gov




From: Lunderviile, Neale [nlunderville@burlingtonelectric.com]
Sent: Saturday, December 31, 2616 4:59 PM
Subject: BED Update: No Indication that Electric Grid or Customer Information Compromised

Good evening —
Piease find below BED's updated statement an the reparts of Russtan hacking,

As you will read, we have no indication of compromise in either our electric grid or customer information.
To be perfectly clear: there was NOT a breach or penetration of our electric grid, Any statement to the
contrary is false.

BED and all US utilities, large and small, take cybersecurity very sericusly. That's why we followed faderal
guidance to scan for known malicious activity and reported wnat we found. However, without going into
the technical details, what we found does not merit a smal! fraction of the media attention it has
received. “Bad news has good legs” and this issue was wilgly overblown due to an inaccurate, sensational
news story by the Washington Post, The non-stop news cycle spun it out of control. :

As of now, we are working closely with federal authorities to complete the review of the incident and
determine next steps, if any. I'll continue to keap everyone updated.

| really appreciate the outpouring of support from feliow utilities, City colieagues, local institutions, state
~officials, and federal authorities. 1t's what sets Vermont apart. if anyone has follow-up gquestions or
concerns, please contact me directly.

Final word: You gotta say, this seems like a fitting capstone on a wiid year! Happy New Year!

Thanks,
Neale

Neale F. Lunderville

General Manager

Burtington Electric Department
802.865.7406

From: Kanarick, Mike

Sent: Saturday, December 31, 2016 3:31 PM

To: Communications <communications@burlingtonelectric.com>

Subject: FOR IMMEDIATE RELEASE -- BURLINGTON ELECTRIC DEPARTMENT: Buriington Electric
Department Statement: No indication that Electric Grid or Customer Information Compromised



FOR IMMEDIATE RELEASE

December 31, 2016
Contact: Mike Kanarick

Burlington Electric Department Statement: No Indication that
Eleciric Grid or Customer Information Compromised

Cybersecurity is an issue that the Burlington Electric Department and all .5, utilities take very
seriously and on which we focus every day to protect the integrity of the electric grid and the
personal information of our valued customers.

Federal officials have indicated that the specific type of Internet traffic, related to recent malicious
cyber activity that was reported by us yesterday, also has been observed elsewhere in the country
and is not unigue to Burlingten Electric. It's unfortunate that an official or officiais improperly
shared inaccurate information with one media outlet, leading te multiple inaccurate reports around
the country..

At Burlington Electric, where we take great pride in conveying timely and accurate information, we
want our community to know that there is no indication that either our electric grid or customer
information has been compromised. Media reports stating that Burlington Electric was hacked or
that the electric grid was breached are faise,

We want to thank our customers for their continued confidence and trust in Burlington Electric.

H##H

Mike Kanarick

Birector of Customer Care, Community Engagement, and Communications
Burlington Electric Department

585 Pine Street | Burlington, Vermont 05401
mkanarick@burlingtonelectric.com | #02.735.7962 {cell}

Please note that this communication and any response to it will be maintained as a public record
and may be subject to disclosure under the Vermont Public Records Act.



From: Cohen, Andrea [acohen@vermontelectric.coop]

Sent: Friday, December 36, 2016 10:45 PM

To: Corell, Scott

Subject: RE: Gov. Shumlin Statement on Burlington Electric Computer Incident

Yos indeed, FYL

USSR eisane

o)

For Iimmediate Release: December 30, 2016
Contact: Andrea Cohen, 802-696-3036
acshen@vermonieleciric.coop

Vermont Electric Cooperative (VEC} Statement on Cyber Security

Johnson, VT- In regard io the recent Department of Homelanc Security malware code alert,
VEC has no evidence of a threat to our system. VEC recently participated in a rigorous Risk
Vulnerability Assessment with the Department of Homeland Security and has complied with the
White House security protocoi, C2M2, since 2012. Cyber security is part of our overall safety
program which involves review by the Department of Homeland Security, the FBI and the
Vermont National Guard. VEC will continue to work diligently to ensure we reduce the odds of a
cyber-attack.

#E#

About Vermont Electric Cooperative: www vermontelaciric coog

Vermont Electric Cooperative, established in 1938, is a non-profit, member-owned electric
distribution utifity that provides safe, affordable, and reliable energy services to approximately
32,000 members in 75 towns. Nationally recognized for innovative and advanced use of
technology, Vermont Electric Cooperative (VEC) is the largest locally owned electric distribution
utility in Vermont. : :

Andrea Cohen, Manager

Government Affairs and Member Relations
Vermont Electric Cooperative
802-696-9036



From: Coriell, Scott [mailto:Scott. Corieli@vermont.gov]

Sent: Friday, December 30, 2016 10:44 PM

Tea: Coriell, Scott

Subiect: Gov. Shumilin Statement on Burlington Electric Computer Incident

For Immediate Release
December 30, 2016

Gov. Shumiin Statement on Buriington Electric Computer Incident

Montpelier — Gov. Peter Shumlin issued the following statement after news that Burlington
Electric found Russian malware on one of the company’s computers.

“We’ve been in touch with the federal government, state officials. and Vermont’s utilities on this
matter. Vermonters and all Americans should be both alarmed and outraged that one of the
world's leading thugs, Viadimir Putin, has been attempting to hack our electric grid, which we
rely upon to support our quality-of-life, economy, health, and safety. This episode should
highlight the urgent need for our federal government to vigorously pursue and put an end to this
sort of Russian meddling. 1 call upon the federal government to conduct a full and complete
investigation of this incident and undertake remedies to ensure that this never happens again.”

-



From: Cornell, Scott [Scott.Coriell@vermont.gov]

Sent: Friday, December 30, 2016 10:46 PM

Tao: 'Cohen, Andres’

Subject: RE: Gov. Shumlin Statement on Burlington Electric Computer Incident

Thank you.

From: Cohen, Andrea [mailic:acohen@vermontelectric.coop]

Sent: Friday, December 30, 2016 10:45 PM

To: Coriell, Scott <Scott.Coriell@vermont.gov>

Subject: RE: Gov. Shumilin Staterment on Burlington Electric Computer incident

Yes indeed, FYL

oy ¥
& et E oW

For immediate Release: December 30, 2016
Contact: Andrea Cohen, 802-696-3036
au@%mn@wmm@nte%@@tg’é&aaoa

Vermont Electric Cooperative (VEC) Statement on Cyber Security

Johnson, VT- In regard 1o the recent Depariment of Homeland Security malware code alert,
VEC has no evidence of a threat to our system. VEC recently participated in a rigorous Risk
Vuinerability Assessment with the Department of Homeland Security and has complied with the
White House security protocol, C2ZM2, since 2012. Cyber security is part of our overail safety
program which involves review by the Department of Homeland Security, the FBI and the
Vermont National Guard. VEC will continue to work diligently to ensure we reduce the odds of a
cyber-aitack.

HEH

About Vermont Electric Cooperative: www. vermoniaiectric.coop

Vermont Electric Cooperative, established in 1938, is a non-profit, member-owned electric
distribution utility that provides safe, affordable, and reliabie energy services to approximately
32,000 members in 75 towns. Nationally recognized for innovative and advanced use of
technolegy, Vermont Electric Cooperative (VEC) is the largest locally owned electric distribution
utility in Vermont.




Andrea Cohen, Manager

Government Affairs and Member Relations
Vermont Electric Cooperative
802-696-9036

t Corlefl@vermont.gov]
Sent: Friday, December 30, 2016 10:44 PM

To: Coriell, Scoit

Subject: Gov. Shumiin Statement on Burlington Electric Computer Incident

For Immediate Release
December 30, 2016

Gov. Shumlin Statement on Burlington Electric Computer Incident

Montpelier — Gov. Peter Shumlin issued the following statement after news that Burlington
Flectric found Russian malware on one of the company’s computers.

“We've been in touch with the federal government, state officials, and Vermont’s utilities on this
matter. Vermonters and all Americans should be both alarmed and outraged that one of the
world's leading thugs, Vladimir Putin, has been attempting to hack our electric grid, which we
rely upon to support our quality-of-life, economy, health, and safety. This episode should
highlight the urgent need for our federal government to vigorously pursue and put an end to this
sort of Russian meddling. I call upon the federal government to conduct a full and complete
investigation of this incident and undertake remedies to ensure that this never happens again.”

#H



From: Allen, Susan [Susan. Allen@vermont.gov]
Sent: Saturday, December 31, 2016 5:10 PM
Te: Coriell, Scott

Subject: FW: CNN today?

¥m going to decline comment unless you disagree?

From: Springer, Darren

Sent: Saturday, December 31, 2016 5:06 PM
To: Allen, Susan <Susan.Allen@vermont.gov>
Subject: Re: CNN today?

| don't have anything. Check with scott?

Sent from my iPhone

On Dec 31, 2016, at 5:04 PM, Allen, Susan <3gsan. Allen@vermanigoy> wrote:

We should decline to comment, right?
Sent from my iPhone

Begin forwarded message:

From: "Sandoval, Pole" <Foin Sendovai@turner com>

Date: December 31, 2016 at 3:48:23 PM EST

To: "Brueggeman, Tia" <Tia Brusgeeman@iyrnercom>, "Allen, Susan”
<Susan Allen@vermont.pov>, "Robinson, Faith"

<Faith Robinson@turner com>

Subject: RE: CNN today?

Thank you Tia.

Susan, thank you so much for taking the time to respond to our
guestions. A fresh statement from Burlington Electric was just released
a few moments ago which states federal efficials have toid the utility
company that this specific type of malware internet traffic has also been
observed elsewhere throughout the country, Can Governor Shumiin’s
office expand on this? Are there other companies that have reported
this type of maiware to VT state authorities?

Once again, thank you for taking the time to work with us this holiday.

From: Brueggeman, Tia
Sent: Saturday, December 31, 2016 3:33 PM
To: Allen, Susan <Susan Allen@vermont gove; Sandoval, Polo




<Polo Sandoval@turner.com>; Robinson, Faith
<Faith. Robinson@turner.come

Subject: RE: CNN today?

Thank you, Susan. :

Is the Governor available tomorrow instead between 5-8pm ET?
Also, I'm looping you in here with Polo Sandoval, who is the lead
correspondent covering this story.

He would like to connect with you. Thx again.

From: Allen, Susan [mailto:Susen Alen@vermontsov]
Sent: Saturday, December 31, 2016 3:03 PM

To: Brueggeman, Tia <Tia Brueggemanfiurner, com>
Subject: Re: CNN today?

He's not available Tia. Sorry.
Sent from my iPhone

On Dec 31, 2016, at 2:53 PM, Brueggeman, Tia
<Tia Brusggeman@ivrner.com> wrote:

Circling back
Thank you

From: Brueggeman, Tia

Sent: Saturday, December 31, 2016 11:32 AM

To: 'susan.allen@siateviug usanallen®@state vius>
Subject;: CNN today?

Hi Susan,

Hope you're well.

Is Gov. Schumlin avail today to-talk about the Burlington
Incident? ,

We're 3-7om ET today and 5-8pm ET tomorrow.

| can be reached at 202-821-7896.

Thanks,

Tia



From: Coriell, Scott {Scoti.Coriell@vermont.gov]
Sent: Saturday, December 31, 2016 5:37 PM
To: Allen, Susan

Subject: Re: CNN today?

Yep. Stay out of it!

On Dec 31, 2016, at 5:10 PM, Allen, Susan <Susan. Allen@vermont gov> wrote:

I'm going to decline comment uniess you disagree?

From: Springer, Darren

Sent: Saturday, December 31, 2016 5:06 PM
To: Allen, Susan <Suzan.Allen@vermont gov>
Subject: Re: CNN today?

1 don't have anything. Check with scott?
Sent from my Phone

On Dec 31, 2016, at 5:04 PM, Allen, Susan <Sysan Allen@vermont zov> wrote:

We should decline to comment, right?
Sent from my iPhone

Begin forwarded message:

From: "“Sandoval, Polo™ <Poio Sandovalfiturner com>
Date: December 31, 2016 at 3:48:23 PM EST

Teo: "Brueggeman, Tia" <tz Bruepreman@ivrner.com>,
"Allen, Susan" <Susan. Allen@vermont.zov>, "Robinson,
Faith” <Faith.Robinson@iturmer.com>

Subject: RE: CNN today?

Thank you Tia.

Susan, thank you s¢ much for taking the time 1o
respond to our questions. A fresh statement from
Burlington Electric was just released a few moments
ago which states federal officials have told the utility
company that this specific type of malware internet
traffic has also been observed eisewhere throughout
the country. Can Governor Shumlin’s office expand on
this? Are there other companies that have reported this
type of malware to VT state authorities?



Once again, thank you for taking the time to work with
us this holiday.

From: Brueggeman, Tia

Sent: Saturday, December 31, 2016 3:33 PM

To: Allen, Susan <Susan Allen@vermant sov>; Sandoval,
Polo <Foin Sandoval@iurner. com>; Robinson, Faith
<Faith Robinson@tumer.com>

Subject: RE: CNN today?

Thank you, Susan.

Is the Governor available tomorrow instead between 5-
Spm ET?

Also, 'm looping vou in here with Polo Sandoval, who is
the lead correspondent covering this story.

He would like to connect with you. Thx again.

Sent: Saturday, December 31, 2016 3:03 PM
To: Brueggeman, Tia <Tia BrugssemanfDiorner com
Subject: Re: CNN today?

He's not availabie Tia. Sorry.
Sent from my iPhone

On Dec 31, 2016, at 2:53 PM, Brueggeman, Tia
<Pig. Brusggemand@iurmer.com> wrote:

Circling back
Thank you

From: Brueggeman, Tia

Sent: Saturday, December 31, 2016
11:32 AM

To: 'suzan.allen@siate vius'
<susanallen@state. viuss

Subject: CNN today?

Hi Susan,

Hope you're well.

is Gov. Schumlin avail today to talk
about the Burlington incident?
We're 3-7pm ET today and 5-8pm ET
fomorrow,

i can be reached at 202-821-7896.



Thanks,

Tia



From: Steinmetz, Kayte [Kayte. Steinmetz@turner.com]
Sent: Saturday, December 31, 2016 3:59 PM

Te: Coriell, Scott

Subject: Gov. Shumlin Request/CNN

Hi Scott,
I hope you are well!

1 just saw the Burlington Electric statement that came out saying that they have no indication that their system has
been hacked.

I wanted to see if the Governor's statement is still up to date given the statement from the electric company.
Does he believe that Putin has been trying to hack the electrical grid?

Any guidance you can provide would be greatly appreciated.
Thank you,
Kayte Steinmetz

202-330-3175



From: Coriell, Scott {Scott.Coriell@vermont.gov]
Sent: Saturday, December 31, 2016 3:10 PM

To: Spillman, Rose

Subject: Re: Gov. Shumlin interview

| don't believe so unless you've got a crew in putney.

On Dec 31, 2016, at 12:14 PM, Spillman, Rose <spiliman@wcar. com> wrote:

Hi Scott,

I'm working on an updated story for the Channel 3 evening news about the Russian hack
attempt on Burlingtor Electric. Would Governor Shumlin be available for an on-camera
interview today?

Thank you,

Rose Gome:z
Reporter
WCAX-TV
Wear.com



From: Coriell, Scott [Scoti.Corieli@vermont.gov!
Sent: Saturday, December 31, 2016 3:10 PM

To: GPS; Springey, Darren

Subject: Fwd: Last Night's cybersecurity issue...

Begin forwarded message:

From: "Recchia, Chris” <Chris Recohia@vermont.gov>

Date: December 31, 2016 at 11:35:07 AM GMT-5

To: "Coriell, Scott” <Gcott. Coriell@vermont.goy>, "Flynn, Joe"

<loe Flynndbvermont.gove, "Flynn, Keith” <Keith Fivnn@®vermont.gov>

Subject: Last Night's cybersecurity issue...

Gentlemen: 1 want to apologize for answering media calls last night without first
coordinating with you. That was stupid, and in retrospect, | see that despite trying to
limit my comments to the facts | learned from 8ED, confused the message the Governor
was trying to send orf this. | am not sure why | felt the urgency 1o engage, but it was
wrong not to connect with you all first.

The good news is 1 only have 4 more days to be screwing things up, and will try to
behave in the interim. 1 wish you all 3 Happy New Year,

- Chris

Christopher Recchia, Commissioner
Public Service Department

112 State Street

Meonipelier, Vermont 05620-2601
(802) 828-4071

chris recchiadvermaontgov




From: Hassan, Carma [Carma.Hassan{@tumer.com]|
Sent: Saturday, December 31, 2016 9:48 AM

To: Coriell, Scott

Subject: CNN REQUEST (Again :)

Good morning Scott,

Happy New Year! Any chance Gov, Shumiin would be avaitable for a quick recorded phone interview
with our reparter Polo Sandovai on the hack?
Polo is live every hour on this story.

Thanks so much,
Carma Hassan
CNN News Editor
404-827-1511

From: Coriell, Scott [mailto:Scott.Coriell@vermont.gov]
Sent: Saturday, December 31, 2016 6:29 AM

To: Sutton, Joe <Joe. Sutton@turner.com>

Cc: Hassan, Carma <Carma.Hassan@turner.com>
Subject: Re: CNN CALLING

For Immediate Release
December 30, 2016

Gov. Shumiin Statement on Burlington Electric Computer Incident

Montpelier — Gov. Peter Shumlin issued the following statement after news that Burlington Electric
found Russian malware on one of the company’s computers.

“We've been in touch with the federal government, state officials, and Vermont’s utilities on this

matter. Vermonters and all Americans should be both alarmed and outraged thai one of the world's
leading thugs, Viadimir Putin, has been attempting to hack our electric grid, which we rely upon to
support our quality-of-life, economy, health, and safety. This episode should highlight the urgent need
for our federal government to vigorously pursue and put an end to this sort of Russian meddiing. | call
upon the federal government to conduct a fulf and complete investigation of this incident and undertake
remedies to ensure that this never happens again.”

##

On Dec 31, 2016, at 4:13 AM, Sutton, loe <joe Sulionditurner com> wrote:

Morning



Joe Sutton with CNN. | am seeking a statement from the office on the recent news that
Russia hacked a state eleciric company site. | see the governor issued a
statement. Please reply-all. Thanks

CNN National Content Center
Joe Sutton, Overnight News Editor
Newsgathering U.S. & Canada
TEL: {404) 827-1811  FAX: (404) 878-4580
EMAIL: Joe Sutton@CNN.com
TWITTER: @itsjoesution

<imagellt.ongs



From: Recchia, Chris [Chris. Recchia@vermont.gov]
Sent: Saturday, December 31, 2016 11:35 AM

To: Coriell, Scott; Fiynn, Joe; Flynn, Keith

Subject: Last Night's cybersecurity issue...

Gentlemen: | want to apologize for answering media calls last night without first coordinating with
you. That was stupid, and in retrospect, | see that despite trying to limit my comments to the facts |
fearned from BED, confused the message the Governor was irying to send on this. | am not sure why i
felt the urgency to engage, but it was wrong not to connect with you ail first,

The good news is | only have 4 more days to be screwing things up, and will try to behave in the
interim. [ wish you all a Happy New Year.

- Chris

Christopher Recchia, Commissioner
Public Service Department

112 State Street

Maontpelier, Vermont 055620-2601
(802) 828-4071
shrisrecehia@vermonleoy




From: Recchia, Chris [Chris.Recchia@vermont.gov]
Sent: Saturday, December 31, 2016 11:28 AM

To: Paul Heintz

Subject: RE: BED

Paul — 'l forward the message to the Governor's office as they are In the best position to respond Lo
you, a5 this issue is both cross-agency and mulii-level governmental

Happy Mew Year,
- Chiis

Christopher Recchia, Commissioner
Public Service Department

117 State Sireet

Montpelier, Vermont 05620-2601
{807 828-4071
chris.recchnia@yermant gov

From: Paul Heintz [mailto:paul@sevendaysvt.com]
Sent: Saturday, December 31, 2016 10:26 AM

Te: Recchia, Chris <Chris.Recchia@vermont.gov>
Subiject: BED

Hey Commissioner Recchia,
JTust left you a message. Any chance you could give me a call about the BED situation this
morning? I'm actually at my in-laws' house, where there's no cell reception. Best number to call

is their landline: (802) 763-8396. '

Thanks,
Paul

P

vendavsvi.com

L



From: Coriell, Scott [Scott.Coriell@vermont.gov]
Sent: Saturday, December 31, 2016 6:35 AM
To: Sutton, Joe

Subject: Re: CNN CALLING

Great!

On Dec 31, 2016, at 6:32 AM, Sutton, loe <jog Sutton@turner.com> wrote:

Thank you Scott. Great timing. We have a reporter doing this story for us at 8a.
Cheers

Fram: Coriell, Scott [maliio:Scott Coriell@vermonigov]
Sent: Saturday, December 31, 2016 6:29 AM

To: Sutton, Joe <lge Suttondiiurner. com>

o Hassan, Carma <Carms. Hassan@iturner.com>
Subject: Re: CNN CALLING

For Immediate Release
December 30, 2016

Gov. Shumlin Statement on Burlingion Electric Computer Incident

NMiontpelier — Gov. Peter Shumlin issued the following statement after news that
Burlington Electric found Russian malware on one of the company’s computers.

“We've been in touch with the federal government, state officials, and Vermont's
utilities on this matter, Vermonters and all Americans should be both alarmed and
outraged that one of the world's leading thugs, Viadimir Putin, has been attempting to
hack our electric grid, which we rely upon to support our quality-of-life, economy,
health, and safety. This episode should highiight the urgent need for our federal
government to vigorously pursue and put an end to this sort of Russian meddling. | cal!
upon the federal government to conduct a full and complete investigation of this
incident and undertake remedies to ensure that this never happens again.”

#H

On Dec 31, 2016, at 4:13 AM, Sutton, Joe <!ge Sution@iurner.com> wrote:

Morning

joe Sutton with CNN. | am seeking a statement from the office on the
recent news that Russia hacked a state electric company site. §see the
governor issued & statement. Please reply-all. Thanks

CNN Mational Content Center
Joe Sutton, Overnight News Editor



Newsgathering U.S. & Canada
TEL: {404) 827-1511  FAX: (404) 875-4580
EMAIL: Jos. Sufton@ONN . com
TWITTER: @itsioesution

<image(d1.png>



From: Sutton, joe [Joe.Sutton@turner.com]
Sent: Saturday, December 31, 2016 4:13 AM
Te: Coriell, Scott

CC: Hassan, Carma

Subject: CNN CALLING

Importance: High

Morning

Joe Sutton with CNN. | am seeking a statement from the office on the recent news that Russia hacked a
state electric company site. | see the governor issued a statement. Please reply-all. Thanks

CNHN National Content Center
Joe Sutton, Overnight News Editor
Newsgathering U.S. & Canada
TEL: (404} 827-1511  FAX {404} 8784880
EMAIL: Jos. Sution@ NN .com
TWITTER: @itsjoesution




From: Coriell, Scott [Scott.Coriell@vermont.gov)
Sent: Saturday, December 31, 2016 6:29 AM

To: Sutton, joe

CC: Hassan, Carma

Subject: Re: CNN CALLING -

For Immediate Release
December 30, 2016

Gov. Shumilin Statement on Burlington Electric Computer Incident

Montpelier - Gov. Peter Shumlin issued the following statement after news that Burlington Electric
found Russian malware on one of the company’s computers.

“We've been in touch with the federal government, state officials, and Vermont's utilities on this
matter. Vermoniers and all Americans should be both alarmed and outraged that one of the world's
leading thugs, Vladimir Putin, has been attempting to hack our electric grid, which we rely upon to
support our quality-of-life, economy, health, and safety. This episode should highlight the urgent need
for our federal government to vigorously pursue and put an end to this sort of Russian meddiing. | call
upon the federal government to conduct a full and complete investigation of this incident and undertake
rernedias to ensure that this never happens again.”

##

On Dec 31, 2016, at 4:13 AM, Sutton, Joe <jge Sutton@iurner.com> wrote;

Morning

Joe Sutton with CNN. | am seeking a statement from the office on the recent news that
Russia hacked a state electric company site. [ see the governor issued a
statement. Please reply-all. Thanks

CNN National Content Center
Joe Sutton, Overnight News Editor
Newsgathering U.S. & Canada
TEL: (404) 8271511 FAX (404) B78-4580
EMAIL: Joe Sutton@CNN.com
TWITTER: @itsjoesutton

samrageddt ongs



From: Sutton, Joe {Joe. Sutton@turner.com}
Sent: Saturday, December 31, 2016 6:32 AM
To: Coriell, Scott

Subject; RE: ONN CALLING

Thank you Scott. Great timing. We have a reporter doing this story for us at 8a.
Cheers

Erom: Coriell, Scott imailto:Scott, Coriell@vermont.gov]
Sent: Saturday, December 31, 2016 6:29 AM

To: Sutton, Joe <Joe.Sutton@turner.com>>

Ce: Hassan, Carma <Carma.Hassan@turner.com>
Subject: Re: CNN CALLING

For Immediate Release
December 30, 2016

Gov. Shumiin Statement on Burlington Electric Computer Incident

Montpelier ~ Gov. Peter Shumlin issued the following statement after news that Burlington Electric
found Russian malware on one of the company’s computers.

“We've been in touch with the federal government, state officials, and Vermont's utilities on this
matter. Vermonters and all Americans should be both alarmed and outraged that one of the world's
leading thugs, Vladimir Putin, has been attempting to hack our electric grid, which we rely upon to
support our guality-of-life, economy, health, and safety. This episode should highfight the urgent need
for our federal government to vigorously pursue and put an end to this sort of Russian meddiing. t call
upon the federal government to conduct a full and complete investigation of this incident and undertake
remedies to ensure that this never happens again.”

#H

On Dec 31, 2016, at 4:13 AM, Sutton, Joe <lge Sution@iurner.com™> wrote:,

Morning

loe Sutton with CNN. { am seeking a statement from the office on the recent news that
Russia hacked a state electric company site. | see the governor issued a
statement. Please repiy-ali. Thanks

CNN National Content Center
Joe Sution, Overnight News Editor
Newsgathering U.S. & Canada
TEL: (404} 8271511 FAX: (404) 878-45580
EMAILL: Joe Sution@ONN.com
TWITTER: @itsioesutton

<irragelll prg



From: Coriell, Scott [Scott.Coriell@vermont.gov]

Sent: Friday, December 30, 2016 10:47 PM

To; 'adam.entous@washpost.com’ _

Subject: FW: Gov. Shumlin Statement on Burlington Electric Computer Incident

fyi

From: Coriell, Scott

Sent: Friday, December 30, 2016 10:44 PM

To: Coriell, Scott <Scott.Corieli@vermont.gov>

Subject: Gov, Shumbin Statement on Burlington Electric Computer Incident

For Immediate Release
December 30, 2016

Gov. Shumlin Statement on Burlington Electric Computer Incident

Montpelier ~ Gov. Peter Shumlin issued the following statement after news that Burlington
Electric found Russian malware on one of the company’s computers.

“We’ve been in touch with the federal government, state officials, and Vermont’s utilities on this
matter. Vermonters and all Americans should be both alarmed and outraged that one of the
world's leading thugs, Viadimir Putin, has been attempting to hack our electric grid, which we
rely upon to support our quality-of-life, economy, health, and safety. This episode should
highlight the urgent need for our federal government to vigorously pursue and put an end to this
sort of Russian meddling. 1 call upon the federal government to conduct a full and complete
investigation of this incident and undertake remedies to ensure that this never happens again.”

i



From: Entous, Adam [Adam.Entous@washpost.com]

Sent: Friday, December 30, 2016 10:50 PM

To: Coriell, Scott

Subject: Re: Gov. Shumlin Statement on Burlington Electric Computer incident

Awesome. Thank you,

Adam Entous

Staff Writer

The Washington Post
+4,202 712 5854

+1 14 5407 (office)
Addar enious@washoostcom
fadamentous

Sent from my iPhone

On Dec 30, 2016, at 10:46 PM, Coriell, Scott <Scott. Corlel@vermonteoy> wrote:
fyi

From: Coriell, Scott

Sent: Friday, December 30, 2016 10:44 PM

To: Coriell, Scott <Scott.Corleli@vermont goys>

Subject: Gov. Shumlin Statement on Burlington Electric Computer incident

For Immediate Release
December 30, 2016

Gov. Shumlin Statement on Burlington Electric Computer Incident

Montpelier — Gov. Peter Shumlin issued the following statement after news that
Burlington Electric found Russian malware on one of the company’s computers.

“We’ve been in touch with the federal government, state officials, and Vermont’s
uttlifies on this matter. Vermonters and all Americans should be both alarmed and
outraged that one of the world's leading thugs, Vladimir Putin, has been
attempting to hack our electric grid, which we rely upon to support our guality-of-
life, economy, health, and safety. This episode should highlight the urgent need
for our federal government to vigorously pursue and put an end to this sort of
Russian meddling. 1 call upon the federal government to conduct a full and
complete investigation of this incident and undertake remedies to ensure that this
never happens again.”

H



Erom: Staci DaSilva [SDaSiva@mychamplainvalley.com]

Sent: Friday, December 30, 2016 11:26 PM

To: Coriell, Scott

CC: Spencer Conlin

Subject: Re: Gov. Shumiin Statement on Burlington Electric Computer incident

Thank you, Scott. Is the Governor available tomorrow (Saturday) for an on camera interview?

| have CC'd our reporter Spencer on this email. He would be doing the interview.

Sent from my iPhone

On Dec 30, 2016, at 10:43 PM, Coriell, Scott <hcott. Coreli@vermont.gov> wrote!

For Immediate Release
December 30, 2016

Gov. Shumlin Statement on Burlington Electric Computer Incident

Montpelier — Gov. Peter Shumlin issued the following statement after news that
Burlington Electric found Russian malware on one of the company’s computers.

“We’ve been in touch with the federal government, state officials, and Vermont's
utilities on this matter. Vermonters and all Americans should be both alarmed and
outraged that one of the world's leading thugs, Vladimir Putin, has been
attempting to hack our electric grid, which we rely upon to support our quality-of-
life, economy, health, and safety. This episode should highlight the urgent need
for our federal government to vigorously pursue and put an end to this sort of
Russian meddling. I cali upon the federal government to conduct a full and
complete investigation of this incident and undertake remedies to ensure that this
never happens again.”

HiH



From: Coriell, Scott [Scott.Coriell@vermont.gov]

Sent: Friday, December 30, 2016 10:43 PM

Ta: Coriell, Scott

Subject: Gov. Shumlin Statement on Butlington Electric Computer Incident

For Iimmediate Release
December 30, 2016

Gov. Shumlin Statement on Burlington Electric Computer Incident

Montpelier — Gov. Peter Shumlin issued the following statement after news that Burlington
Electric found Russian malware on one of the company’s computers,

“We’ve been in touch with the federal government, state officials, and Vermont’s utilities on this
matter, Vermonters and all Americans should be both alarmed and outraged that one of the
world's leading thugs, Viadimir Putin, has been attempting to hack our electric grid, which we
rely upon to support our quality-of-life, economy, health, and safety. This episode should
highlight the urgent need for our federal government to vigorously pursue and put an end to this
sort of Russian meddling. I call upon the federal government to conduct a full and complete
investigation of this incident and undertake remedies to ensure that this never happens agam.”

HH#



From: Coriell, Scott [Scott.Coriell@vermont.gov]

Sent: Friday, December 30, 2016 10:15 PM

To: Coriell, Scott :

Subject: Gov. Shumlin Statement on Burlington Electric Computer Incident

For Immediate Release
December 30, 2016

Gov. Shumliin Statement on Burlington Electric Computer Incident

Montpelier — Gov. Peter Shumlin issued the following statement after news that Burlington
Electric found Russian malware on one of the company’s computers. The computer was not
cennected fo the electric grid. '

“We’ve been in touch with the federal government, state officials, and Vermont’s utilities on this
matter. Vermonters and all Americans should be both alarmed and outraged that one of the
world's leading thugs, Vladimir Putin, has been attempting to hack our electric grid, which we
rely upon to support our quality-of-life, economy and health and welfare. We shoulid all be
thankful that this attempt was unsuccessful. But this episode should highlight the urgent need for
our federal government to vigorously pursue and put an end to this sort of Russian meddling. 1
call upon the federal government to conduct 2 full and complete investigation of this incident and
undertake remedies to ensure that this never happens again.”



From: Coriell, Scott {Scott.Coriell@vermont.gov]

Sent: Friday, December 30, 2016 10:13 PM

To: Ring, Wilson'

Subject: RE: The Washington Post: Russian hackers penetrated U.S. electricity grid through a
utility in Vermont, U.S. officials say

Wil have something momentarily.

From: Ring, Wilson | mailto:wiing@ap.org]

Sent: Friday, December 30, 2016 9:16 PM

To: Coriell, Scott <Scott.Corieli@vermont.gov>

Subject: The Washington Pest: Russian hackers penetrated U.S. electricity grid through a utility in Vermont, U.S.
officials say

Scott,
What do-we know about this?

Wilson

thought you might like this story from The Washington Post,

Russian hackers penetrated U.S. electricity grid through a utility in Vermont, U.S. officials say A code associated
with the Russian hacking operation dubbed Grizzly Steppe was detected.

Wrps:Awwwowashingtonpost.com/iworkd/national-securitv/russian-hackers-penetrated-ys-gleciricity-grid-through-a-
utility-in-vermont/ 201 6/1 230818 0ccd-ceee-1 1e6-b8a2-802a01h043 61 storv.hitrml

Sent from my iPhone



From: Coriell, Scott {Scott.Coriell@vermont.gov]
Ssent: Friday, December 30, 2016 8:57 PM

To: Mike Kanarick

Subject: Fwd: WCAX Media tnquiry...

Hey Mike, sorry to bug you on a Friday night. Are you aware of this? Please let me know if there's any
info you can share. Thanks.

Scott

Begin forwarded message:

From: "Crilly, Paul" <crilliy@weax.com>

Date: December 30, 2016 at 8:48:43 PM EST
To: "scott.coriell@Vermontgov” <scott coripll@@Vermont gov>

Subject: WCAX Medta inquiry...
Hi Scott, sorry to bug you on a Friday night.
t was wondering if you are aware of this Washington Post articie that was just published.

Ftng f feawnee washingtanoost com fwarid/netionak-security/russian-hackers-panetrated-
ys-slectyicitv-grid-throush-z-gtility-insvermeont/ 2006/ 12 /30/80c800cb-ceer- 1l ab - bfaZ -
fc2a61b0436f story himithpidehe no-name no-name®3Apage¥2Fhreaking-news:
bartid=s breakingnevws&utm terms 213670670008

s

just wondering if Governor is aware and has any comment.
Thanks in advance.
~Pau

Paul Crilly

News Producer
WOARTY
ROZ-852-G382
Crilvi@weax.com




From: Carlson, Kristin [Kristin.Carison@greenmountainpower.com|
Sent: Friday, December 30, 2016 8:58 PM

To: Coriell, Scoit

Subject: Re: WCAX Media inquiry...

Will do
Can you cali my cel}
802-229-8200

From. “Corseil Scott" <i>f"t}i“§ i’:i’}r; &v@r‘mf rﬂ: oy
Date; Friday, December 30, 2016 at 8:57 PM

To: Kristin Carlson <¥ristin Carlsongreenmountainnower . coms>
Subject: Fwd: WCAX Media inquiry...

Hey Kristin, sorry to bug you on a Friday night. Are you aware of this? Please let me know if there's any info
you can share. Thanis.

Scott

Begin forwarded message:

From; “Crilly, Paul" <orilivi@iweacoms>
Date: December 30, 2016 at 8: 48 43 PM EST
To: "scortcorisll@Vermont ooy <scotteoorlell@Vermonbgovs

Subject: WCAX Media inguiry...

Hi Scott, sorry to bug-you on a Friday night.
| was wondering i you are aware of this Washington Post article that was just published.

ntipsd fwwwowashingtonpost.comy/workd/ nationabsecurhy/russian-hackers-penetrated-

ye-slectriciy-grid-thraugh-a-utiliby-v-vermont/ 2016/ 12 30/ 8 Q0ccd conr- 1T ob-hia -
8cieb1h04387 story himiPhpid=hn no-name no-name3ivaeeiFbreaking-news-

bar&tid=s breakinenewsSutm ters 21367be7d60

Just wondering if Governor is aware and has any comment.
Thanks in advance.
-Paul

Baul Crilly

BNews Producer
WOANSTY
BO7-852-6367
Crilv@rweax com




From: Ring, Wilson [wring{@ap.org]

Sent: Friday, December 30, 2016 9:16 PM

To: Coriell, Scott

Subject: The Washington Post: Russian hackers penetrated U.S. electricity grid through a utility
in Vermont, U.S. officials say '

Scott,
What do we know about this?

Wilson

thought you might like this story from The Washington Post.

Russian hackers penetrated U.S. electricity grid through a utility in Vermont, U.S, officials say
A code associated with the Russian hacking operation dubbed Grizzly Steppe was detected.

hitns:www. washingtonpost com/world/mational-scouritvirussian-hackers-pen etrated-us-clectricitv-grid-throygh-a-
uthliry-in-vermont/2016/12/30/8fc90cc4-coec-1 1 e6-b8a2-8c2a6] bO436H story.htinl

Sent from my iPhone



From: Crilly, Paul [erillyi@wcax.com]
Sent: Friday, December 30, 2016 §:49 PM
To: Cortell, Scott

Subject: WCAX Media Inquary...

Hi Scott, sorry to bug you on a Friday night.

| was wondering if you are aware of this Washington Post article that was just published.

hrossffwerw washingtonpost.oom/worid/nationai-seourin/russian-hackers-penetrated-us-zlectriciy-

gric-through-a-ytilitv-in-vermont/ 2016/ 12/36/85c500 04 ceec- 1106-ba2-
Bedebibl4387 story. §“§§"§“e?3§"=iﬁ'§"““§*§i no-name no-namendAnagetiForeaiking-news-
bar&tices breskingnews&ubtm term=_2EThE7d00

Just wondering if Governor is aware and has any comment.
Thanks in advance.
-Paul

Fraul Grilly
Maws 5‘3 mucm
WOAXST
BG2-052 “‘36&
Crilly@hweax.com
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